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LLM: Derivative Usage Patterns

LLM Operative Dimensions

Analysis/
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1. Scale: Able to deal with large amounts of 
information

2. Scope: Focus on specific topics or 
functional areas by engineering 
prompts/RAG

3. Velocity: Extraction of insights, 
summarization of large amounts of text in 
~/< 1 min

4. Risk: Black Box models, Losing/Imagining 
the needle in the haystack

10/23/2023 NovoMorpho



General form of LLM BlackBoxes
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Composed form LLM BlackBox
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LLM Model:

LLM parameters
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Case: Adversarial Attacks

Important Takeaways
1. Discover algorithmically and iteratively 

workable Adversarial prompts
2. Train on WhiteBox models and transfer to 

BlackBox models
3. Injection of Adversarial prompts can be 

made latently
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Catch-22 with Data
Topic Mode Implications

Data crossing a 
System boundary as

Requests
can be explicitly inserted into the 
information flow or injected via 
plugins/third party APIs invoked

Directs/Redirects
can be routed explicitly/surreptitiously to 
external data sources that alter the intent of 
the information flow 

Query w/o Prompt
can be directly be invoked by a threat actor 
in specified forms that break the 
system/solution

Data is Slicing, collating and summarizing large 
datasets via LLMs is a necessity

Data may

contain explicit threats/risks injected into the 
information flow

How to deal with Data becoming an 
externality imposed LLM use?

the motherlode of insights, connections and 
analysis

be the conduit for latent threats during information 
flow

Catch-22
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Data is the New EXTERNALITY
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Data

New 
Data

Scale, Scope, Velocity, Time (Hours? Minutes?)



Solution
• Mitigate latent Data threats/Risks in LLM training corpus 

and provide a service to the LLM community to leverage
• Mitigate explicit Data threats/Risks using a combination 

of
• LLM targeted security products/processes
• Integrate LLM targeted security products within information flow
• Collate/Organize/Advertise research about LLM security 

practices

• Address Data Externalities through 
• Data taxonomy
• Provenance 
• Cross-Pollinate from Textual Critical Methods : Summary 

Criticism? Insight Criticism?

Opportunity
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Appendix

10/23/2023

Data

Metadata

SummarySummarySummary

InsightInsightInsight

SummarySummaryGen Text

LLM


	Threats, Externalities with LLMs
	LLM: Derivative Usage Patterns
	General form of LLM BlackBoxes
	Composed form LLM BlackBox
	Case: Adversarial Attacks
	Catch-22 with Data
	Data is the New EXTERNALITY
	Solution
	Appendix

