


The IARPA Method:
IC Problem — Program Development

The Heilmeier Questions:
What are you trying to do?

How is done at present? Who does it? What are the
limitations of present approaches?

What is new about your approach? Why do you think that
you can be successful at this time?

If you succeed, what difference will it make?

How long will it take? How much will it cost? What are your
mid-term and final exams?
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 Mutant mice are growiny ten Umes as /a/ye
° By 2020, matant mrce /o/aa/a&‘/b/(f witl inandate
nagor wrban areds
* [oday § approcches are inadequate.

Floture of matant mice problom ber
/ f mutant m proviem beng o Mutant mice are larger Chan cats

aa/a//‘%’&ac//y 7" Lt ° foa/?}g/ mouse UGS are /}(effw tive, as well
as dangerous to swall chiliren
® Fropram ases new advances ix taser stuwming
devizes, mouse recopnition lfwé/m/a/% and L‘a/y/efec/

slerilization fwé/(/'yae& Lo nealralize the mulant mice

. /D/oagméﬁé/éo live population
AN
Q\% ﬁ/aa/oaf/b/( Mouse 7/;@0 6{60‘6/0/@ 8 “f@/ &ffw lire
7(”5‘{“% %Wmaéa& lo eliminate matant mice without endangering
famans
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Carrent Approaches and Limitations

5/’0/0/4’0 altacks
Cats: /%L‘a/(t mice are How /a/yeﬁ Lhan cals
Forisons: /%tzwf mice have a/we/a/ﬂe/ /)r(m/(/bfy lo e,v/lff/}y /M/ffwnf

/Dé%&'/aa/ altacks:

cgﬂ/‘/;g/-/ﬂd/@d braps: /‘aya/}*e(/ spring &;aw/ would be supersonte, and Che /‘eya/}‘w/ traps would be lothal to pets
Mouse cages: too expensive, and often entrap swalll chitiren
/f,/ey technioal needs:
Desipn safe systen to capture and elimivate mutant mice
Must work with projected size of the threat
Must be cost affe&f/&e fa/‘ //e/(a/‘a/ use

pﬁﬂ/ﬁd‘&é/é& live f/;/(ft/)y approaches are iradequate beoause:
\g o [k ée% do not seale o meet the threat
b 7;6{% * 74 ée% are «/(&afe /0/6 /aetf and small chitiyen
O o Mot cost effw live 0‘0/& }e/(wa/ use

/%a&’e Size
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Seate:

Laser-based inmobitization seates belter than convertionad mechanioal traps, as shown be research from

Aeme Kosearch ﬂféﬂa/ @a/f(/a/e /‘é&’a/&f’/
fafeb%

Mouse /‘wada//(/'b‘/bf( L‘wé/{o/o}y wit Ka/yet ”’({% malant mice ﬂs’ém an e/aa/fr/ﬁ/e /

Genelic enpieering ix lab rats has shown the creation of a steritization serun, that should be
ewtendable to malont rats Ks’écw /ﬂab‘a/(zf/éz/ %ﬂ/‘acwé /

Cost:
ﬂ/eﬁdf/'wm/ use f Lhese Jy&lfe/ﬂ@ could a//éamb‘/oa/é reduce The /}(f/‘a&f/‘aeb‘a/‘e imeeStment fy

ﬂ?ém/ Scenaros,

Mouse recopnition teaé/m/o/y

* Lach core Kwé/(o/cyy aéa//wya tas demonstrated
/lea/(t/af and tyaféeﬁ can reach the Program 04/@0 live

fafa&%

ser immobitization

af e /h/kat/}y malanl mice &afe{y and affw lf/&eZy

/%a&’e Size
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ﬁ/oamt/bl Moase 7r r4p Vigion

Home use Farm defense Urban defense

scenario scenario scenario

. & Urong interest fm//{ ﬂ%ﬂaﬁb‘m/ﬂf of Kodent Llimination, and several other
0ff/bw

o Lavisioned a@m//my /& a shoebor-sized %@b‘&/ﬁ(

o [ ransition /ﬂd/"b‘/(&/" would reduce the cost to f40//zw
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Top Level Program Development Approach

Identify requirements

What the mission really needs, and perhaps more importantly what it does not

Unique solutions may be possible when unneeded requirements are removed

Identify key trade space in current SOA

Where do current approaches encounter the law of physics (can’t break these)
or current engineering capability (will require focused development, or an
alternative approach to get past these)

Define quantitative metrics that bound the mission needs, but leave
maximum flexibility for potential solutions

The best solution to the problem is probably something the program office has
not even thought of

Develop a robust, quantitative test and evaluation plan that measures
performance against program goals, not native parameters of expected
solutions

22



What’s in a Name?

= In Tolkien’s mythology, Gondolin was the great mountain-ringed city of
the elves which remained hidden and safe for nearly 500 years. Its
location was betrayed by Maeglin, out of spite after he was forbidden
from marrying the king’s
daughter. Gondolin was
then attacked by surprise
and destroyed
in a night.

- The MAEGLIN Program
will provide a new method
of discovering chemical
fingerprints which
currently remain hidden...

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 23



Problem 1:
Positive ID of Complex Chemical Mixtures

Forensic-quality positive ID requires human-enabled collection with
State of the Art post-collection analysis at US laboratory

. Snapshot in time = lack of persistence, limited throughput
Gaps in Current Not suitable for difficult-to-access areas
Technology Requires constant human input

A small, low power, persistent, autonomous, remote chemical

What We Need analysis capability
Must have high sensitivity, wide dynamic range, and ability to

identify ALL components of a complex mixture

* We Need to Bring Laboratory Capabilities to the Field *

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 24



MAEGLIN Phase 2 Identification Track

Program Goal Chemical identification in challenging environments with
a small autonomous device

Compound * Chemical weapons e Poisons
Classes of * Narcotics e Explosives
Interest * Nuclear fuel cycle materials

2-year unattended operation

Daily sample analysis

Autonomous & self-calibrating
System 1.5 liters & 7 kg (including power)
50-400 amu mass range
High dynamic range separation
Isotopic discrimination
Gas, aerosol, and solid sample analysis

Requirements

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 25



Problem 2:
Low False Alarm Detection of Chemical Targets

State of the Art Contact, close range, or dog screening

o Issues with sensitivity/fatigue, limited throughput, false alarm rate
Gaps In Current Not suitable for 100% screening, detection of multiple targets
Technology High clutter levels affect both detection probability & false alarms

A very small, low power, persistent, autonomous, remote chemical
What We Need detection ca!oablhty o | | N

Must have high sensitivity, wide dynamic range, and ability to

positively detect multiple targets in a cluttered background

* We Need to Enable Rapid, High Accuracy Screening*

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 26



MAEGLIN Phase 2 Detection Track

Chemical detection in challenging environments with a

Program Goal .
very small autonomous device

Compound * Chemical weapons e Poisons

Classes of * Narcotics e Explosives

 Nuclear fuel cycle materials
Interest Y

6 month unattended operation
Up to 4 hour collection time
Daily sample analysis
System Autonomous & self-calibrating
0.5 liters & 1.5 kg (including power)
30-250 amu mass range
High dynamic range separation
Gas, aerosol, and solid sample analysis

Requirements

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 27



Potential Applications

Drug Enforcement

Domestic
Counterterrorism

Transportation
Security

EPA/DOE

Food and
Pharmaceutical
Security
Mining & Other
Confined Spaces

Environmental
Safety

Monitoring effluent from suspected drug manufacturing sites for
warrant issuance & evidence collection.

Monitoring effluent from suspected explosives, chemical agent,
or bioagent manufacture or storage sites. Screening/early
warning at large public gatherings.

Testing cargo holds and package storage areas for illegal
substances and explosives.

Monitoring of industrial and nuclear sites to enforce public safety
and compliance standards; early warning system for inadvertent
or intentional release.

Autonomous monitoring of food and drug production and storage
to ensure safety and quality standards, lack of tampering.

Autonomous monitoring of safety conditions in mineshafts and
other confined spaces.

Monitoring remote areas for illicitdumping of materials, unusual
uses, early warning system for forest fires. Monitoring petroleum
harvesting sites. Early warning system for volcanic eruptions.




How is it Done Now?

Past/Current Detection Programs

Autonomous Rapid Facility Chemical Agent
Monitor (ARFCAM)

Joint Chemical Agent Detector (JCAD)

Lightweight Autonomous Chemical
|dentification System (LACIS)

Portable High-throughput Integrated
Laboratory Identification System (PHILIS)

Next Generation Chemical Detector (NGCD)

Autonomous chemical detectors and networked systems
to detect target compounds

Hand held detector that automatically detects, identifies
and alarms to target chemicals

Networked hand held chemical agent detectors for site
assessment

Mobile laboratory suite for high precision identification of
chemicals for on-site analysis

Detector alarms providing chemical event warning and
improved vapor detection

Specific technologies used in autonomous detection include:

* Terahertz Spectroscopy
 |R/Raman

* GC-MS

e |MS

Surface Acoustic Wave
Photo- / Flame lonization
Polymer Detection Materials
Electrochemical



Laboratory Systems for Complex ID

Common laboratory techniques for positive chemical ID:
e Nuclear magnetic resonance (mg sample sizes)
e Infrared Absorption Spectroscopy (ug sample sizes)

e Mass Spectrometry (ng-pg sample sizes)

Capabilities common to all of these techniques:

e Uniquely identify a single chemical from a library of 100,000+
spectra

e Allow a trained spectroscopist to deduce a compound’s
structure from it’s spectrum

e Integrate a “front end” separation stage for complex samples,
making interferents generally a non-issue

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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Hyphenated Mass Spectrometry

Separation technique followed by mass-to-charge ratio analysis
Common laboratory system for analysis of complex samples

Increases dynamic range and enables ID of all components in a complex
mixture with little to no sample preparation

PN

Complex mixture elutes as a Chromatographic
series of temporally Separ_ation Of.

separated single-compound gasoline fractions
peaks

l Molecular ions and ionic .

fragments detected as a
function of their mass-to-
charge ratio; specific

) Mass
chemical ID from spectrum
fragmentation pattern of toluene

High sensitivity / specificity, limited throughput and timeliness, high SWAP

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 31



What is Available for the Field?

Hand-held Mass Spectrometers

e 50-450a.m.u. e Low sensitivity and dynamic range
e ~5 pounds; ~3 liters e Small battery & large power draw
e Ruggedized

Desktop / Portable Mass Spectrometers
e Limited ruggedness e Requires experienced user
e Heavy: 20-60 pounds e lLarge power draw

Other Technologies

e Fluorescence, IMS, DMS, e Limited dynamic range & sample set
FTIR, Colorimetric, Raman e Large power draw

Issues with Current Technologies

e Sensitivity e Insufficient resolution to ID a specific
e Specificity; limited target set compound from a large library
e High power draw e Strongly “tuned”; vulnerable to interferents
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Current Limitations Summary

Non-mass spectrometry based chemical detection systems: Cannot ID
highly complex mixtures, handle extreme dynamic range, or discriminate

isotopes

Field-portable mass spectrometry systems: Achieve portability at the
expense of sensitivity and

selectivity; too power hungry At
for long-term emplacement. \ e ey
~---7 /" MAEGLIN '\
o ! |dentification ;
Major power draws: N Track ¢

Vacuum pumps
Mass analyzer

lonization

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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MAEGLIN Phase 1 (BAA-16-01)

Phase 1, 18 month duration, IARPA-BAA-16-01

Collection

Separation

Identification

Goals

Low power, reversible gas
phase collection, storage,
release technology. An
optional modular front end
sampling adaptor to add
additional capability for
liquid or particulate aerosol
and/or bulk liquid and solid
phase collection and
volatizilation.

Low power, non-
destructive separation of
chemical mixtures with
a broad concentration
range, potentially
including the ability to
“bleed off” all or part of
the collected sample if
desired. System will use
minimal (preferably no)
consumables.

Low power, high-
accuracy
identification of large
library of chemicals
from pure compounds
or low-count
mixtures. System will
use minimal
(preferably no)
consumables.

Component development. Will be complete in July 1018.
Power system and vacuum technology NOT addressed in Phase 1.

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 34



MAEGLIN Phase 2 (BAA-18-04)

Phase 2, 18 month duration, IARPA-BAA-18-04

Goals

Chemical Detection

Low power, high accuracy, integrated
system capable of collecting complex
chemical mixtures, screen
backgrounds and interferents, and
provide warning based on a robust
chemical library. No definitive ID
required.

Chemical Identification

Low power, high accuracy, integrated
system capable of collecting and
identifying target chemicals at low
concentrations (potentially several
orders of magnitude below ambient
background). Full analysis of
complex mixtures with positive
identification of a broad range of
species, including multiple target
chemicals.

Integrated prototype demonstration.

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)




Government Team
T&E Team SETA Team

Contracting




Phase 1 Performer Teams

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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Phase 1 Performer Technology

Collector element is a carbide open cell
foam element with the surface etched
to create carbide

derived carbon

(CDC) sorbent
Mass spectrometer uses permanent magnets
for ion separation, detection on a CCD array

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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Phase 1 Performer Technology

Four coiled ribbons
in a series flow
path, each coated
with a different
sorbent. For
desorption ribbons
moved into cell,
which face seals
ribbons, forming
capillaries

lon trap mass spectrometer with micro
gas chromatograph serving as the
cathode for glow discharge ionization

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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Phase 1 Performer Technology

Ted Zellers Collection via
passive diffusion
using two
concentric sorbent
beds, <0.25
second injection
with “hold and fire”
stage

2D micro-ion trap mass spectrometery
using a 200 trap array of identical
cylindrical ion traps and dual photo &
electron impact ionization

(a)

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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Phase 1 Performer Technology

Tandem ion mobility spectroscopy (IMS/IMS)

Yogesh Gianchandani

Microfabricated preconcentrators,
micro gas chromatographs,
electrostatic micropumps, and
Knudsen pump

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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Phase 1 Performer Technology

Sherman Fan

Adaptive multi-channel three
dimensional gas chromatography
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