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Code Genome = Code Gene + Knowledge Graph

; tion: e int fl(iﬂt a){
; function: at 0x ) 0x100000c35

0x100000¢20: st ol ' int x; Code Genome

0x100000c21: mov rbp, rsp a + 32:
’

0x100000c24: mov dword ptr [rbp - 4], edi

0x100000c27: mov edi, dword ptr [rbp - 4] return x;

0x100000c2a: add edi, 0x20
0x100000c2d: mov dword ptr [rbp - 8], edi source COde

0x100000c30: mov eax, dword ptr [rbp - 8]

0x100000c33: rbp .
0x100000c34: machine-code

define i64 @ f1(i32 %argl) local_unnamed_addr {
dec_label_pc_100000c20:
%tmp5 = zext i3
100000c2a = adc nsw 164 S%tmp5, 32
_100000c2a = and %v2_100000c2a, 4294967295
ret i64 %v17_100000c2a
} “raw” IR

Canonicalize

define i64 @ F(i32 %al) local_unnamed_addr #0 {

b
%v0 = add 132 % 0 0 K
vl - 7 164 “V :'

ret %V Embedding 0 6 q V 4 :::'
canonical IR 6 ; ¥
0
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Code Genome Use Cases

IBM Code Genome

Gene similarity: 96

File

hhmm.isra.4

1- 20 of 248 items.

Component

Unknown
package

Genome KG
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Version

20160308

20160308

20160308

20160308

20160308

20160308

20160308

20160308

License

BSD and GPLv2+

BSD and GPLv2+

BSD and GPLv2+

BSD and GPLv2+

BSD and GPLv2+

BSD and GPLv2+

BSD and GPLv2+

BSD and GPLv2+

Semantic search

Same source code
compiled in
different
environments and
setups generates
the same gene.

Attribution & Forensics

Genome KG built on
semantic fingerprinting
allows identifying
unknown binary code
and understanding
provenance and
evolution.

& Code evolution

Compare

Examine the

bbob6743806935C7ea24845004851bc4adabcaeddala0cECAddr. X QL 5f521ed 3686d10c778ccd0bOATE0151e23: ; chan ges between
Gene similarity: 99 versions and
analyze how code
has evolved over
time.

openss|_1.0.1f (b0cf5cbb) Functions openss|_1.0.1g (5f521e31) Functions

CMS_decrypt_set1_password CMS_decrypt_set1_password
tls1_heartbeat tls1_heartbeat
dtis1_process_heartbeat dtls1_process_heartbeat
dtls1_heartbeat dtls1_heartbeat
tls1_process_heartbeat tls1_process_heartbeat
function_ecd87

— Cloud-native process engine and knowledge graph
— Currently supported

e Binaries: ELF, PE, Mach-0

« Architectures: x86, x86_64, arm, aarché64, mips, ppc

- Packages: deb, rpm, ipa

e Archives:ar, cpio, tar, bzip2, gzip, zstd, xz, rar, 7zip
— Demois available at https://youtu.be/1JtaPY9TRIA



https://youtu.be/1JtaPY9TRfA

