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SimSpace Overview — Battle-Ready Cybersecurity as a Testbed

- The Cyber Force Platform used by US Cyber Command*

» CEO - William Hutchison, Senior Officer

from the US Cyber Command g
- CTO - Lee Rossey, Head of Cyber ey
Security from MIT Lincoln Laboratory . @
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- The SimSpace Cyber Force Platform delivers: N\
« Military-Grade Cyber Ranges LERSTRE ST

« Elite Force Training
« Live-Fire Exercises
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https://www.peostri.army.mil/persistent-cyber-training-environment-pcte
https://www.peostri.army.mil/persistent-cyber-training-environment-pcte
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BATTLE-READY CYBERSECURITY
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The SimSpace #1 military Cyber range provider Cyber range Highest fidelity
Cyber Force cyber range provider to Cl Sectors: provider to the environments
Platform (CFP) is capable of supporting 4 of the top 5 “Five Eyes” & sophisticated use
the primary cyber complex, 25,000 Global Banks intelligence cases with an
range of the US live concurrent simulating community organization’s own
Cyber Command emulations 400,000 end-point defensive tools

environments
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What Are the Capabilities of the Cyber Force Platform?

Military-Grade Cyber Range
Provides high-fidelity replications of any
cyber environment, including on-prem,
clouds, remote/edge, OT, loT, and ICS.

Live-Fire
Exercises
Comprehensive live-fire exercises to test

your cyber teams via Red/Blue/Purple
exercises and CTF events.

Evaluate Cyber Warfare

Platforms
Determine the efficacy and
interconnectivity of weapons platforms
within the Cyber domain in large-scale
operations and assessments.
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Guaranteed-Safe
Simulation Environments

Simulate any cyber security environment
on our cyber range to run live-fire exercises

with no risk to production deployments.

Advanced User and

Attack Emulations
SimSpace provides the most advanced
user emulations to create hyper-realistic

attack event environments

Continuous Security

Improvements
Benchmark your security posture and

develop a measurable program to improve

people, processes, and technology.
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What is a Modern Cyber Range?

o~
<

CYBER FORCE
PLATFORM

2l 55 5B

ANALYTICS REPORTING REMEDIATION GOVERNANCE

o O 8 a

BLUE TEAM PURPLE TEAM RED TEAM  OBSERVERS

USERS TRAFFIC APPLICATION  ATTACKS
f,_(_\ I; = @ el
= "o (v BH
ENDPOINT NETWORK IDENTITY SIEM /
SOAR
N ol .
ENTERPRISE CLOUD QOT/10T
SCADA MEDICAL

©2023 SimSpace Corporation. Proprietary and Confidential.

=Y

Advanced Analytics and Reporting
Get data-driven evidence about cyber readiness under adversity, exposures, cost
reduction outcomes and provide operational transparencyto senior leadership

Elite Cyber Training and Live-Fire Events
Train like you are going to fight against advanced adversaries in highly accurate
replicas of yourIT/OT environment, withyourteam, your processes and your tools.

Real-World User Emulations and Attack Scenarios
Test yourteam’s performance against the most dangerous, real-world scenarios and
drive areas for continuous improvementacross yourwhole global infrastructure.

Replicate your Cyber Security Stack
Answer the hard questionsyou cannotanswerin your production environment, and follow
up with a full suite of individual and team training and forensic capabilities where needed.

High-Fidelity, Guaranteed-Safe Replicas of Environments
Validate every part of the IT terrain across your enterprise, examine
process changes, & safely anticipate dynamic operational challenges and issues.

Connect Physical infrastructure
Easily connect physical infrastructure that are critical to your global operations,
including SCADA, ATM networks, clouddeployed T, and other technology resources.
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Set Up Military Grade Ranges Quickly From Network Templates
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Designcustomranges by hand or
leverage network blueprint
templates to quickly build and
customize ranges
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...or from Existing Production Data Sources
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Perform Live Fire Team/Tech Training and Assessments

Library of Attack Scenarios

Data Cafiltration from Shared Drive (APT40_1) €XD O
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Exercise Visualizations
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Live Action Event

SimSpace Demo

Network Impact

* APTIO}

* 1.PhishAttachment

' 2 SimpleShelicLl

* 3.IngressToolTransfer
4 MimikatzDumpCr...

* 5. RemoteSystems.

* 6. IngressToolTransfer
' 7. IngressToolTranster
' 8 MimikatzPassThe...

* 9. PersistTask
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* 10, Exfiloverc2
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SimSpace Contact Information

Lee Rossey
Co-Founder, CTO and Executive Sponsor
e: lee@simspace.com

Noam Ben-Asher
Sr. Manager Attack Content & Product Incubation

e: noam.ben.asher@simspace.com CO ntact our team!
Jim Legg proposals@simspace.com

Director, Federal Programs
e: jim.legg@simspace.com
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