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The Karambit.Al Team

We have been working
together for @ years
automating hard
cybersecurity problems
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The Pyramid of Pain

A eTough!

Tools = eChallenging

Network/ ;
Host Artifacts *An noying
Domain Names eSimple

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html




What does this tell you about Attribution?

e Humans: expensive
Infrastructure: cheap
o Malware is better for
attribution than C2
o Change in TTPs requires
change in behavior

A eTough!

Tools eChallenging

Network/ :
Host Artifacts *An noying
Domain Names eSimple

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Karambit. Al

Automated Reverse Engineering to build Software Bills of Behaviors

newly added
behaviors

malicious
behaviors

unexpected
behaviors

We extract behaviors
from binaries without
execution and link them
between samples and
version to enhance ease
of attribution and
detection
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TTP Malware Linkage

Search Query

8691322b2e93b7767bff762c3
o ) bc7a185fe279e0a5799e20bd6
rule_matches:'start minifilter driver’ 063035e8e27f5d

rule_matches:'register minifilter driver'

. ; ' 41f4823e7da9ca5f@9b62dcho
rule_matches:'encode data using XOR q e
584c3eb2fa42ba

rule_matches:'persist via Winlogon Helper DLL registry key'

©ce8b85193481¢c3d701fav499
685f931ade5a26989boffd856
5f7248072ffeec
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Why is this hard?

e Cybersecurity is inherently a
conflict against other humans

€]

No TTP is inherently
malicious

Adversaries will change TTPs
depending on target
Attackers will evade defenses
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No Behavior is Inherently Malicious

562017 00:47:55

Time Left

Your files will be lost on
5202017 00:A47:55

Time Left

Contact Us

Payment will be raised on

Ooops, your files have been encrypted!

'What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without
ption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

[You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recove:

[We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

|And send the correct amount to the address specified in this w 3

[ After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:
bitcoin i
sttt [12t9YDP gwueZ9NyMgws19p7AABIS|r6SMw

Check Payment

Ransomware and Full Disk E

Wannacry

Microsoft BitLocker

ncryption perform the same behavior
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TTP and Behavior-level Analysis

We can
automatically detect
small behavior
changes engineered
to evade antivirus
and security teams,
and link them to
TTPs

View 3CX results Online: https:/karambit.ai/app/diff/3CX-ffmpeq.json

Lineage Differential Report

Techniques and their measured occurrences between the two binary input files.

allocate RWX memory
I Bcoe:0 — x B Aftert
[MBC]: Memory::Allocate Memory [C0007]

Locations:

e 7986bbaee8940da11ce089383521ab420c443ab7b15ed42aed91fd31ce833896/18004DEGO

T1027 B Before: 2 After: 3

Detecting 3CX
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https://karambit.ai/app/diff/3CX-ffmpeg.json

10

Adversaries will obfuscate malware

MITRE ATT&CK

Techniques and their measured occurrences between the two binary input files.

encode data using XOR

[ATT&CK]: Defense Evasion::Obfuscated Files or Information [T1027] I Befoe:0 — x I Ater:o
[MBC]: Defense Evasion::Obfuscated Files or Information::Encoding-Standard Algorithm [E1027.m02]
[MBC]: Data::Encode Data::XOR [C0026.002]

Before: 5 B After:4
C0001.007

allocate RWX memory

B  sefore: 1 — B Atter: 1
[MBC]: Memory::Allocate Memory [C0007]

Exemplar Mirai Obfuscated With Tigress Obfuscator

° We can detect the attempts at obfuscation and evasion which become
indicators of malware for attribution

° We defeat many forms of obfuscation, finding behaviors even after obfuscation
has occurred
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"

Attribution Impact: Strategic Intelligence

Strategic intelligence:
Who has the means, motive, and opportunity?

Strategic Identity

Operational intelligence:
Where is this activity being seen?
How oftenis it occurring?
What is being targeted?

Common Attributes?

Tactical intelligence:
Attack indicators?

Heiwares Tactical Activity

Infrastructure?

https://www.mandiant.com/resources/blog/trade-offs-attribution G KARAMBITAI



Try it out:
https://karambit.ai/sign_up
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