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Noblis: A Non-Profit Science and Technology Company
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Noblis Science, Engineering
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Applied
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Genomic and Health
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Cyber Security
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and Technology Capabilities
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Combat System
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Network and Telecom
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Systems
Engineering
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Environmental
Science

Environmental
Remediation

Model Based System
Engineering

Sustainable and Resilient
Infrastructure

Digital Twin/Engineering
Services

Alternative Energy
Research and Modeling

System Test, Design
and Operations

System Integration
Services

Noblis Mission Management Services

Full Stack Acquisition

Services

Innovation Management

Mission Operator Training

Physical and Virtual Innovation Spaces

Solution Demo
Center

BSL2 Life
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Cyber and Countering
Austontomous Network Test and Weapons of Mass
LAt Evaluation Range Destruction



IARPA Challenge

Provide noveltechniquesto assistforensic experts in making determinations of the mostlikely attackers,
based on coding styles.

WormGPT

July 13, 2023

Retrained variant of GPT-
J that claims to be trained
on malware: appears to
be used by cybercriminals
largely for business email
compromise.

® How do we rigorously attribute
malware to likely origins at scale?

O Desire general means of
determining likely origins of
malware

-
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FraudGPT

July 25, 2023

LLM trained specifically
to automate spear
phishing and other
scams viatext-based
social engineering.

O Al-generated cyberattacks may
require more general means of
attribution
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Key Considerations

® General

o Heuristics are oftennot general enough; e.g.,
signature-based methods are easily fooled by
functionally-equivalent code

o  Previous Noblis research demonstrated the

feasibility of automati_cally fooling do_zens o_f 15505995 10a 57 aadebn 3152 et 096o e r s
malware detectors with a polymorphic engine ed7e0ch196£240F1 800 328... 152ed7e0cb196 £240£1 8bb3.
(] Scal able TOTAL AMOUNT OF MALWARE AND PUA
o o

o  Known malware samples are on the rise, and Al-
generated malware presents a considerable risk for
accelerating the production of new cyberattacks

o ML predictions can be learned automatically and
cover far more general feature spaces
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Noblis Approaches

® Graph convolutional network
approach

o Use control flow graphs on
binaries

® Transformer approach

o Especially helpful if source code
(e.g. JavaScript) is available
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Current Research

Malware
Source

Non-
malware

code

Training

Polymorphic
Engine

Pipeline

Perturbed L
malware

Reward

Given that existing ML approaches tend to overfit, Noblis research is based on
adversarial learning between a model trained to generate perturbed malware
and a malware classifier allowing for more rigorous detection
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Looking Forward

® Create a capability to automatically cluster files by likely
origins using ML

noblis
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Leverage existing Noblis capabilities and infrastructure at the
nexus of Cyberand ML

Siamese neural network to predict distance between
malware samples in terms of likely origin feature space



Working With Us

Noblis partners with Government and Industry and Looks Forward to
Hearing from Youl!

m Nathan Clark
Principal Investigator, Noblis Cyber Research Center

‘ Nathan.Clark@nablis.org, 703.554.2976

Patrick Hannon
ODNI Account Executive

Patrick.Hannon@naoblis.org, 571.732.7684

J

Visitnoblis.org to learn more

noblis.org/contracting
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