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Noblis: A Non-Profit Science and Technology Company
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As an innovator within the federal government, Noblis 

is committed to enriching lives and making our nation 

safer while investing in the missions of tomorrow. 
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Noblis Science, Engineering and Technology Capabilities
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IARPA Challenge

• How do we rigorously attribute 

malware to likely origins at scale?

o Desire general means of 
determining likely origins of 

malware

o AI-generated cyberattacks may 

require more general means of 
attribution
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WormGPT
July 13, 2023

Retrained variant of GPT-
J that claims to be trained 

on malware: appears to 

be used by cybercriminals 

largely for business email 
compromise.

FraudGPT
July 25, 2023

LLM trained specifically 

to automate spear 
phishing and other 

scams via text-based 

social engineering.

LLAMA 2
July 18, 2023:
Meta AI releases weights 

for their newest LLM, 
paving the way for more 

powerful finetuned LLMs.

Provide novel techniques to assist forensic experts in making determinations of the most likely attackers, 

based on coding styles.
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Key Considerations

• General

⚬ Heuristics are often not general enough; e.g., 
signature-based methods are easily fooled by 
functionally-equivalent code

⚬ Previous Noblis research demonstrated the 

feasibility of automatically fooling dozens of 
malware detectors with a polymorphic engine

• Scalable

⚬ Known malware samples are on the rise, and AI-

generated malware presents a considerable risk for 
accelerating the production of new cyberattacks

⚬ ML predictions can be learned automatically and 

cover far more general feature spaces
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Noblis Approaches

• Graph convolutional network 

approach

⚬ Use control flow graphs on 

binaries

• Transformer approach

⚬ Especially helpful if source code 

(e.g. JavaScript) is available
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Current Research
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Given that existing ML approaches tend to overfit, Noblis research is based on 

adversarial learning between a model trained to generate perturbed malware 

and a malware classifier allowing for more rigorous detection
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Looking Forward
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• Create a capability to automatically cluster files by likely 

origins using ML

⚬ Leverage existing Noblis capabilities and infrastructure at the 

nexus of Cyber and ML

⚬ Siamese neural network to predict distance between 

malware samples in terms of likely origin feature space
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Working With Us

Noblis partners with Government and Industry and Looks Forward to 

Hearing from You! 

noblis.org/contracting
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Patrick Hannon 

ODNI Account Executive

Patrick.Hannon@noblis.org, 571.732.7684

Visit noblis.org to learn more

Nathan Clark

Principal Investigator, Noblis Cyber Research Center
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