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Code Genome   =   Code Gene   +  Knowledge Graph
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Genome search across
• Multiple architectures (x86, ARM, …)
• Multiple compilers (gcc, clang, …)
• Multiple optimization levels
• Handling obfuscation
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[1] Code Genome - Fingerprinting Code to Build Trustworthy SBOMs, Open Source Summit NA, 2023
[2] Code Genome: Fingerprinting Code to Help Secure the Software Supply Chain, Linux Foundation Member Summit, 2022



Code Genome Use Cases
Semantic search

Same source code 
compiled in 
different 
environments and 
setups generates 
the same gene.
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Code evolution

Examine the 
changes between 
versions and 
analyze how code 
has evolved over 
time.

– Cloud-native process engine and knowledge graph
– Currently supported

• Binaries: ELF, PE, Mach-O
• Architectures: x86, x86_64, arm, aarch64, mips, ppc
• Packages: deb, rpm, ipa
• Archives: ar, cpio, tar, bzip2, gzip, zstd, xz, rar, 7zip

– Demo is available at https://youtu.be/1JtaPY9TRfA

Unknown 
package

Genome KG

Attribution & Forensics

Genome KG built on 
semantic fingerprinting 
allows identifying 
unknown binary code 
and understanding 
provenance and 
evolution.

https://youtu.be/1JtaPY9TRfA

